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Revised 14 September 2026 This study examined the collaborative efforts between the Philippine
Accepted 23 September 2026 National Police Anti-Cybercrime Group (PNP-ACG) and the commu-

nity in the prevention of cybercrime. Specifically, it sought to evaluate
the nature and effectiveness of their partnership by examining the
mechanisms of collaboration, the extent of community participation,
and the efficacy of their joint initiatives in mitigating cyber-related
risks. Furthermore, the study assessed the overall performance of the
partnership and identified the challenges encountered by both the
PNP-ACG and community stakeholders in the implementation of cy-
bercrime prevention programs and activities. An explanatory sequen-
tial research design was used, drawing information from surveys, in-
terviews, and relevant documents. These methods helped gather the
views and experiences of police personnel and community members
who were directly involved in cybercrime prevention. The approach
provided a clearer and more comprehensive picture of how the part-
nership programs and initiatives were implemented across partici-
pating institutions. It enabled the researchers to examine the effec-
tiveness of program execution, the flow of communication and infor-
mation sharing among partner agencies, the nature and frequency of
training, capacity-building, and technical support activities con-
ducted, and the level of collaboration among stakeholders. Further-
more, it offered valuable insights into the extent of community aware-
ness regarding existing and emerging cyber threats, including the ef-
fectiveness of public education and advocacy efforts in promoting cy-
bercrime prevention, digital safety, and responsible online behaviour.
Collectively, these dimensions provided a holistic understanding of
the partnership's implementation and its contribution to strengthen-
ing cybercrime prevention efforts within the community. The results
indicated that the partnership helped improve the sharing of infor-
mation, expand public awareness efforts, and encourage more people
to report cyber incidents. At the same time, the findings revealed on-
going challenges, including lack of resources, limited technical skills,
varying levels of community involvement, and the fast-changing na-
ture of cybercrime. The study concluded that although the partner-
ship produced positive outcomes and showed strong potential,
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addressing capability gaps, strengthening coordination, and deepen-
ing community participation were essential for making the partner-
ship more effective.

Keywords: Cybercrime investigation, Cybersecurity, Police-community
partnership

Introduction

The swift growth of digital technologies has
changed communication, commerce, educa-
tion, financial dealings, and public services,
while also increasing chances for cybercrime.
Online fraud, phishing, identity theft, hacking,
cyber-related financial crimes, ransomware,
and other tech-assisted offenses increasingly
pose challenges to traditional law enforcement
systems as they cross geographic borders and
demand specialized investigation and techno-
logical skills. Preventing cybercrime goes be-
yond conventional law enforcement and in-
creasingly relies on cooperative partnerships
involving police forces, governmental bodies,
businesses, educational entities, and communi-
ties.

In the Philippines, Republic Act No. 10175
or known as the Cybercrime Prevention Act of
2012 establishes the primary legal structure
for tackling cybercrime. In this structure, the
Philippine National Police Anti-Cybercrime
Group (PNP-ACG) carries out essential preven-
tion, investigation, digital-forensic, and en-
forcement roles. Its function, however, goes be-
yond just reactive enforcement. Preventing cy-
bercrime necessitates public awareness, digital
literacy, accessible reporting channels, infor-
mation exchange, and cooperation with local
government units (LGUs), private sectors, edu-
cational institutions, and community individu-
als.

The significance of community collabora-
tion is especially clear in cybercrime, as indi-
viduals often serve as both potential victims
and crucial information sources. Efficient re-
porting, safeguarding of digital evidence, recog-
nition of cyber threats, and quick communica-
tion between victims and law enforcement can
enhance preventive and investigative capabili-
ties. Community-focused policing offers a valu-
able structure for comprehending this connec-
tion by highlighting collaboration, communica-
tion, trust, prevention, and collective responsi-
bility.

The current research was conceptually
guided by community-oriented policing and
Routine Activity Theory, with additional sup-
port from Social Learning Theory and institu-
tional viewpoints. Routine Activity Theory
views law enforcement and community mem-
bers as types of capable guardians, with their
effectiveness relying on their capacity to dimin-
ish chances for cyber-crime. Social Learning
Theory emphasizes the impact of watching be-
haviour’s, understanding, and reinforcement in
influencing either responsible or risky online
actions. Collectively, these viewpoints empha-
size that preventing cybercrime is a social, in-
stitutional, and technological process, not just a
function of law enforcement.

Although there is growing focus on enforc-
ing cybercrime, the dissertation highlights a
notable deficiency in localized empirical stud-
ies that investigate how police-community col-
laborations operate in reality, especially in pro-
vincial settings. Current studies and institu-
tional dialogues have frequently focused on le-
gal structures, technological proficiency, digital
investigations, or organizational limitations.
There has been insufficient focus on how vari-
ous stakeholder groups view the same partner-
ship, the consistency of partnership activities'
implementation, and the organizational and
technological obstacles that influence collabo-
rative cybercrime prevention.

Isabela offers a notably pertinent context
for exploring these matters. With the growth of
digital connectivity in the province, local stake-
holders are more frequently engaging with
online services and, as a result, encountering
changing cyber threats. Simultaneously, varia-
tions in technological assets, technical skills,
digital frameworks, and institutional capabili-
ties may affect the capacity oflocal participants
to engage effectively in combating cybercrime.

Consequently, this research assessed the
collaboration between the PNP-ACG and local
stakeholders in Isabela. It analysed (a) the cur-
rent state of collaboration in law enforcement
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activities, community-focused policing, inter-
agency cooperation, and responsiveness to vic-
tims; (b) the degree of implementation for part-
nership programs; (c) variations in evaluations
by stakeholders; and (d) obstacles faced during
implementation. The research additionally uti-
lized the combined results to develop an evi-
dence-based improvement initiative for cyber-
crime prevention in the region.

Material and Methods
Research Design

The researcher utilized an Explanatory Se-
quential Design, “a form of mixed methods re-
search approach where the study starts with
gathering and analysing quantitative data, and
then moves to the collection and analysis of
qualitative data to elucidate, clarify, and en-
hance understanding of the quantitative find-
ings” (Creswell & Clark, 2018).

In this framework, the results gathered
from the survey form the foundation for creat-
ing interview questions, enabling the re-
searcher to investigate the motivations, experi-
ences, and viewpoints underlying the quantita-
tive results. Within this dissertation, quantita-
tive data were initially collected from person-
nel of the PNP Anti-Cybercrime Group, repre-
sentatives of Local Government Units, the Pri-
vate Sector, Academic Institutions, and Com-
munity members to evaluate the state of their
collaboration in executing cybercrime preven-
tion initiatives.

Following this, qualitative interviews were
carried out with chosen participants to clarify
the survey results, especially the elements in-
fluencing the effectiveness, challenges, and im-
provement areas of the partnership. By utiliz-
ing this method, “the qualitative outcomes en-
hanced and deepened the quantitative results,
resulting in a more thorough grasp of the phe-
nomenon being examined” (Creswell & Plano
Clark, 2018; Cresswell, 2014).

Research Method

The research utilized a mixed methods
strategy, combining quantitative and qualita-
tive data collection and analysis methods to
thoroughly tackle the research inquiries. Mixed
Methods Research combines quantitative tech-
niques like surveys with unstructured ques-
tionnaires and statistical analysis alongside

qualitative methods involving informant inter-
views. This approach enabled the researcher to
obtain numerical data on operational perfor-
mance and difficulties while investigating con-
textual, experiential, and perceptual perspec-
tives from stakeholders. It combines the ad-
vantages of both quantitative and qualitative
approaches to offer a deeper, more detailed
comprehension of intricate phenomena.

Typical designs in Mixed Methods encom-
pass convergent parallel, explanatory sequen-
tial (quantitative preceding qualitative), em-
bedded, and exploratory sequential (qualita-
tive preceding quantitative). “Combining data
at different phases improves validity by trian-
gulation and contextualizes results to mirror
real-world dynamics” (Donato et al,; The PhD
Place, 2024; Scribbr, 2025).

This dissertation explored the efficacy and
obstacles faced by the Philippine National Po-
lice Anti-Cybercrime Group (PNP ACG) along-
side its collaborations with the community; the
mixed methods approach facilitated both quan-
titative evaluation of performance metrics and
challenges via surveys and administrative data.
[t also enabled a qualitative investigation of the
experiences and perceptions of officers and
community members via interviews or focus
group discussions. Moreover, the combination
of quantitative and qualitative data confirmed
and enhanced the results. Ultimately, this
method offered the contextual insight needed
to guide policy development, operational im-
provements, and community engagement
plans.

Utilizing mixed methods, the research ex-
amined not just “what” the performance and
challenges entailed but also “why” and “how”
they happened within the local socio-legal
framework, thus facilitating a thorough analy-
sis and the formulation of practical recommen-
dations.

Population of the Study

The study's population included five pri-
mary groups of participants: members of the
Philippine National Police Anti-Cybercrime
Group (PNP ACG) based in Isabela, officials
from Local Government Units (LGUs), repre-
sentatives from the community, stakeholders
from the private sector, and academic person-
nel and cybersecurity specialists engaged in or
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impacted by cybercrime prevention efforts in
the province.

These groups of stakeholders were selected
as they embody the key sectors directly en-
gaged in or impacted by activities related to cy-
bercrime prevention and enforcement. Includ-
ing them offers a thorough evaluation of the
collaboration between the PNP-ACG and the
community, guaranteeing that the research en-
compasses various perspectives essential for
formulating evidence-driven suggestions to en-
hance cybercrime prevention and response in-
itiatives.

Additionally, the research excluded the mu-
nicipalities of Maconacon, Divilacan, Palanan,
and Dinapigue from the sampling and data col-
lection processes. These four regions made up
the coastal municipalities of Isabela, which
showed distinct geographical and logistical
challenges. The “restricted access mainly
through air or sea transportation imposes con-
siderable limitations on performing field-based
data collection, collaborating with local law en-
forcement officials, and guaranteeing prompt
distribution and collection of research tools”
(Philippine Statistics Authority, 2023).

Sampling Procedure
The respondents were selected using pur-
posive sampling, which, as stated by Acero and

Leuterio (2019), is also referred to as judgmen-
tal, selective, or subjective sampling. This
method is a form of non-probability sampling
where researchers depend on their judgment
to choose participants from the population for
their study. Patton (2015) describes purposive
sampling (purposeful sampling) as "choosing
cases rich in information that will shed light on
the research questions,"” emphasizing depth ra-
ther than breadth by intentionally selecting
participants with specific characteristics, expe-
riences, or expertise closely related to the re-
search phenomenon. In contrast to random
sampling for statistical inference, Patton “high-
lights the use of small, intentionally chosen
samples that enhance understanding of key re-
search questions.”

Locale of the Study

This research was carried out in Isabela
Province, situated in the Cagayan Valley Region
of the Philippines. Isabela, being one of the big-
gest provinces in the nation, featuring both ur-
ban areas and rural municipalities, served as a
fitting backdrop for exploring the difficulties
and effectiveness of the Philippine National Po-
lice Anti-Cybercrime Group (PNP-ACG), espe-
cially in tackling cybercrime problems in differ-
ent communities with varying degrees of tech-
nological access.

NEW CONGRESSIONAL DISTRICTS

ISABELA

1ST DISTRICT
I 2ND DISTRICT
I 3RD DISTRICT
ATH DISTRICT
STH DISTRICT
6TH DISTRICT

Suntioge City i

Cordon

Former 4 districts
of lsabela

Figurel. Geographical Area of the Study
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Isabela Province was selected as the study
region because of its fast economic growth, ris-
ing internet use, and expanding digital engage-
ment among its residents. In conjunction with
this advancement, the province has seen an in-
crease in cybercrime cases like internet fraud,
cyber defamation, and false information, mir-
roring wider national patterns.

Data Gathering Tools

The main research tools utilized in this
study comprised survey questionnaires and a
guide for open-ended interviews (Creswell, .
W.,, & Creswell, ]. D. 2018). The survey was cre-
ated to quantitatively evaluate the perfor-
mance metrics, obstacles, and community col-
laboration aspects of the PNP Anti-Cybercrime
Group in Isabela. The interview guide enhanced
this tool by gathering qualitative insights from
key informants, including PNP-ACG Officers,
LGU Officials, Community Residents, Academic
Sectors, and Private Sector Stakeholders to of-
fer contextual understanding.

The materials for the questionnaire and in-
terview guide were based on a comprehensive
analysis of Philippine cybercrime legislation,
especially Republic Act No. 10175 or the Cyber-
crime Prevention Act of 2012, focusing on the
Implementing Rules and Regulations (IRR)
from the Department of Justice dated August
12, 2015, Rule 3 concerning Enforcement and
Implementation (Sections 9-20). The research
additionally took into account the Rule on Cy-
bercrime Warrants (A.M. No. 17-11-03-SC),
which specified comprehensive procedures for
the preservation, disclosure, interception,
search, seizure, and analysis of computer data,
along with the distinct categories of cyber war-
rants, such as the Warrant to Disclose Com-
puter Data, Warrant to Intercept Computer
Data, Warrant to Search, Seize and Examine
Computer Data, and Warrant to Examine Com-
puter Data. These provisions were additionally
enhanced by Rule 126 of the Rules of Court,
which regulated the management of electronic
evidence, especially regarding warrants, proce-
dural timing, and coordination within the
court. The tools were additionally backed by
the PNP Primer on Cybercrime Investigation
(March 2023), Section 1-2 regarding Legal Ba-
sis (Sections 4-6), and Republic Act No. 10173,
referred to as the Data Privacy Act of 2012,

Chapter IX on Miscellaneous Provisions, Sec-
tion 39 concerning the Implementing Rules and
Regulations (IRR). Furthermore, previously
validated tools from past research on law en-
forcement and community collaborations were
modified to guarantee relevance, validity, and
thoroughness.

Data Gathering Procedure

The research utilized a mixed-methods
strategy, combining quantitative and qualita-
tive methods to evaluate the collaboration be-
tween the PNP Anti-Cybercrime Group (PNP-
ACG) and the community in Isabela Province.
Data collection started with obtaining official
consent from the academic institution, then ac-
quiring authorization from the PNP-ACG Head-
quarters at Camp BGen Rafael T. Crame and ap-
propriate Local Government Units (LGUs) in Is-
abela. Participants consisted of PNP-ACG per-
sonnel, local government unit officials, commu-
nity leaders, and representatives from partner-
ing institutions. Quantitative information was
collected through a validated survey.

A dual-channel distribution approach was
employed to implement the research tool, inte-
grating paper surveys for participants with re-
stricted connectivity and Google Forms for
those able to engage online. All data gathering
methods adhered to the Data Privacy Act of
2012 (RA 10173), guaranteeing informed con-
sent, voluntary involvement, and rigorous con-
fidentiality of answers. Finished instruments
were safely stored and accessed solely by the
researcher. Moreover, qualitative data were
gathered through key informant interviews
with chosen PNP-ACG staff, municipal cyber-
crime focal officers, and community members
using an open-ended guide to delve into de-
tailed perspectives on operational difficulties,
inter-agency collaboration, and community
participation in cybercrime prevention.

Treatment of the Data

The quantitative data collected from the un-
structured questionnaire were examined using
both descriptive and inferential statistical
methods, notably the median and the Kruskal-
Wallis test. The Kruskal-Wallis test was a non-
parametric inferential method that assessed
whether several independent groups came
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from the same population distribution by com-
paring their median ranks instead of their
means. “This was especially relevant when the
data breached the assumptions of parametric
tests, like normality and homogeneity of vari-
ances, or when variables were assessed on an
ordinal scale” (Field, 2018).

The “test assessed whether the differences
observed indicated true distributional diver-
gence instead of random variation by collec-
tively ranking all observations and analysing
the distribution of these ranks across groups”
(Sheskin, 2020). “Essentially, the Kruskal-Wal-
lis test provided a statistically strong alterna-
tive to one-way ANOVA, allowing researchers
to identify significant group variations in da-
tasets marked by skewness, heteroscedasticity,
or ordinal-level measurement” (Laerd Statis-
tics, 2023). The Kruskal-Wallis H test (a non-
parametric substitute for one-way ANOVA) is
calculated with the following formula:

H= 12 Ek R 3(N+1
_N(N+1)_1 n; ( )
1=

Ethical Considerations

Respondents and participants were com-
pletely made aware of the research objectives
and guaranteed that the study followed rigor-
ous ethical guidelines during its execution. Eth-
ical generosity was exhibited by confirming
that the research caused no harm to partici-
pants and provided potential advantages re-
garding enhanced comprehension of cyber-
crime-related topics. Questionnaires and inter-
views were conducted respectfully, with no
personal information required and audio re-
cordings made solely with the respondents’ ex-
plicit consent. All participants provided in-
formed consent by signing forms that clearly
outlined the study’s aims, methods, and their
voluntary participation. The research included
only adult participants, and when women, el-
derly individuals, or people with disabilities
were present, suitable accommodations were
made; no minors or high-risk populations par-
ticipated. Privacy and anonymity were rigor-
ously upheld, guaranteeing that all gathered
data stayed confidential and no personal infor-
mation was revealed, with utilization restricted
exclusively to research objectives. Participants

were also guaranteed self-determination, ena-
bling them to engage voluntarily and to with-
draw or skip any question at any moment with-
out facing any repercussions. In general, in-
volvement was completely optional, with no
coercion, pressure, or force exerted at any
point during the research process.

Result and Discussion

This section discusses the findings of the re-
search regarding the collaboration between the
Philippine National Police Anti-Cybercrime
Group (PNP-ACG) and stakeholders in Isabela
for the execution of cybercrime prevention ini-
tiatives. The results are structured around the
key aspects of the partnership: law enforce-
ment activities, community-focused policing
approaches, collaboration among agencies, and
response to victims of cybercrime. Quantitative
findings are combined with qualitative feed-
back to offer a fuller understanding of stake-
holder experiences and operational truths.

Present Status of the Partnership

Law enforcement operations. The collabora-
tion was mostly viewed favourably regarding
law enforcement activities, although view-
points differed among the various respondent
groups. PNP-ACG staff received the top overall
score, with a median of 3.61, which is regarded
as Very Good. The academic field had a median
rating of 3.28, while ratings from private-sector
participants is 3.23, LGU representatives is
3.18, and community members were 3.07, re-
spectively, all considered Good except for the
academic and PNP-ACG evaluations. Among
PNP-ACG staff, the top-rated factor was the
proficient management of digital evidence Md
= 3.80. Prompt replies to alleged cybercrime
events and technical proficiency also garnered
high scores both Md = 3.75. These results indi-
cate that PNP-ACG staff believe in the organiza-
tion’s ability to investigate, handle evidence,
and be technically equipped. The findings align
with the principle that maintaining the integ-
rity of digital evidence, which includes appro-
priate preservation and documentation, is cru-
cial for the credibility and effectiveness of cy-
bercrime investigations. External stakeholders
acknowledged the advantages of PNP-ACG op-
erations, especially in managing digital evi-
dence, technical expertise, report accessibility,
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and initial response. Nonetheless, their rela-
tively lower ratings suggest that these abilities
are not uniformly experienced or observed
throughout different sectors. Community mem-
bers assigned the lowest overall score to law
enforcement activities Md = 3.07, with the least
favourable rating noted for the presence of
trained staff Md = 2.85. Timelines for investiga-
tions, visibility of operations, and communica-
tion regarding case follow-up were also rated
relatively low.

In an interview, a Cybercrime Officer men-
tioned: "We enhanced our response system over
previous years as officers received specific train-
ing for cybercrime cases, and collaboration with
stakeholders became quicker through digital
communication methods.” This account rein-
forces the quantitative results by emphasizing
observed advancements in specialization and
collaboration between agencies. The assertion
emphasizes that capacity-building efforts and
the implementation of technology greatly en-
hance operational efficiency. The general un-
derstanding of the Partnerships is functional
and mostly executed, yet views differ depend-
ing on stakeholder closeness.

Community-oriented policing strate-
gies. Community-focused policing strategies
were rated as Very Good by PNP-ACG staff Md
= 3.56 and the academic community Md = 3.29,
whereas LGU representatives Md = 3.18, pri-
vate-sector participants Md = 3.23, and com-
munity members Md = 3.08 evaluated them as
Good. PNP-ACG staff rated the execution of
community cybercrime-awareness initiatives
the highest Md = 3.70, followed by collabora-
tion with community leaders and seminars for
school communities both Md = 3.65, and pro-
motion of cybercrime reporting Md = 3.60.
These findings suggest that the PNP-ACG con-
siders education, outreach, and community in-
volvement as crucial elements in preventing
cybercrime. The educational sector also highly
evaluated awareness initiatives, collaboration
with community leaders, and online safety
workshops. This might indicate the educational
sector's firsthand involvement in seminars, in-
formation initiatives, and cybersecurity pro-
grams within schools. The results indicate that
educational organizations play a crucial role in
advancing digital literacy, encouraging

responsible online conduct, and facilitating the
early identification of phishing, fraud, identity
theft, and various cyber threats.

Nonetheless, the evaluations from local res-
idents were more temperate. The indicator
with the lowest rating was involvement in vol-
unteer activities for cybercrime awareness Md
= 2.95. The distribution of prevention re-
sources, hotline awareness, and community
feedback systems were also rated quite low.
These results indicate that while awareness in-
itiatives are present, their impact and ongoing
presence may be lacking at the community
level. The qualitative data support this worry. A
local resident mentioned that numerous indi-
viduals in the community continue to have in-
sufficient awareness of prevalent cyber threats,
such as phishing, online scams, and identity
theft. Another participant observed that resi-
dents possess restricted practical understand-
ing of how to correctly report and respond to
cybercrime incidents. Collaboratively, during
an interview, a Cybercrime Officer stated: "We
frequently go to barangays and schools, as pre-
vention is simpler to examine. When individuals
grasp cyber threats, reporting speeds up and
cases are simpler to manage.” This story rein-
forces the quantitative findings by demonstrat-
ing how staff perceive awareness initiatives as
proactive measures that improve operational
effectiveness and community collaboration.
The interpretation implies that robust internal
ratings result from active participation in pro-
gram implementation and knowledge of opera-
tional activities that may not always be com-
pletely apparent to the public. Officers assess
success based on how often programs are im-
plemented, the activities coordinated, and the
extent of outreach, resulting in consistently
high scores across various indicators. Commu-
nity-focused policing theory highlights that law
enforcement agencies are progressively em-
bracing proactive engagement strategies to fos-
ter trust and mitigate crime risks prior to inci-
dents happening (Skogan, 2006).

These findings suggest that awareness
must go further than just offering occasional
seminars. Communities require practical ad-
vice on how to keep evidence, report incidents,
safeguard accounts, and prevent additional vic-
timization. The findings also show that the
awareness of community-oriented policing
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varies among stakeholders. PNP-ACG staff eval-
uate the strategy through their hands-onrole in
planning and executing activities, while com-
munity members judge it by their engagement
with programs and their capacity for meaning-
ful participation. Consequently, the variation in
ratings might suggest not a lack of programs,
but rather uneven distribution, restricted con-
tinuity, or inadequate community involvement.

Inter-agency coordination. Inter-agency
coordination was rated positively overall, with
PNP-ACG staff reporting the highest median of
3.62, followed by the academic sector at 3.35
and private-sector participants at 3.31. Repre-
sentatives from the LGU and community mem-
bers gave lower scores of 3.22 and 3.08, respec-
tively. PNP-ACG staff gave the highest ratings to
collaboration with LGUs and the presence of es-
tablished coordination protocols both Md =
3.70. Collaboration with banks and telecom
firms, joint cybercrime initiatives, and mini-
mizing duplicated efforts were also rated Very
Good. These outcomes indicate that coordina-
tion mechanisms are created and operational
at the institutional level. Private-sector partici-
pants expressed notably positive views on col-
laboration with banks and telecom firms Md =
3.40. This discovery is significant since finan-
cial institutions, telecom providers, and tech
companies frequently have the information
and technical assets needed for tracking trans-
actions, maintaining digital records, pinpoint-
ing accounts, and aiding investigations.

In spite of these favourable evaluations, lo-
cal residents provided lesser ratings on all
measures. Residents rated public-private part-
nerships the lowest Md = 3.00, whereas infor-
mation sharing, case referrals, intelligence
sharing, and inter-agency meetings garnered
ratings around 3.05. This implies that coordi-
nation might be taking place out of sight but is
not apparent enough to the public. The qualita-
tive answers highlight various reasons for this
viewpoint. PNP-ACG staff highlighted commu-
nication issues arising from variations in or-
ganizational systems and procedures. Repre-
sentatives from the LGU pointed out disjointed
reporting systems and delays in sharing infor-
mation. Community representatives noted that
uneven communication can lead to delays or

conflicting information, especially when vari-
ous offices manage the same case. Participants
from the academic sector also remarked on the
lack of standardized protocols for information
sharing and vague institutional connections.
During the interview, another participant from
PNP-ACG stated collaboratively: "No single
agency can resolve cybercrime cases inde-
pendently.” We collaborate with banks, telecom
companies, and local government units since
each has a portion of the evidence or information
required. This statement emphasizes the quanti-
tative results by demonstrating that operational
success relies on teamwork rather than individ-
ual enforcement actions.” The interpretation
suggests that elevated internal ratings arise
from active involvement in coordination efforts
like joint operations, intelligence sharing, and
inter-agency discussions. Staff assess effective-
ness by means of procedural efficiency and en-
hanced investigative results. Network govern-
ance theory indicates that contemporary polic-
ing relies more on collaborative institutional
frameworks wherein agencies exchange re-
sources and information to tackle intricate so-
cial risks (Provan & Kenis, 2008). Research on
cybercrime also highlights the necessity of
multi-agency collaboration because of jurisdic-
tional overlaps and the need for technical ex-
pertise (Wall, 2017).

These results suggest that the main issue is
not simply the lack of coordination, but rather
the absence of interoperability, standardiza-
tion, and real-time information sharing. Cyber-
crime incidents often necessitate collaboration
between law enforcement bodies, local govern-
ment units, financial institutions, telecom
firms, internet service providers, educational
organizations, and those affected. Any delays
can impact the preservation of evidence, track-
ing accounts, assisting victims, and developing
cases. Consequently, the findings emphasize
the necessity for uniform referral protocols, as-
signed key individuals, common reporting for-
mats, secure channels for information ex-
change, and frequent inter-agency gatherings.
Coordination must also incorporate methods
for notifying victims about the status of their
cases while respecting privacy, confidentiality,
and legal evidence standards.
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Responsiveness to cybercrime victims.
The PNP-ACG personnel rated their respon-
siveness to cybercrime victims as Very Good
Md = 3.62, while the academic sector assessed
it as Good Md = 3.29. Conversely, LGUs rated it
as Good Md = 3.17, private-sector stakeholders
as Good Md = 3.24, and community residents as
Good Md = 3.06. The top-rated criterion among
PNP-ACG staff was the respectful treatment of
victims Md = 3.80. Prompt support and availa-
bility of the help desk also achieved high rat-
ings both Md = 3.70. These findings indicate
that PNP-ACG staff view their services for vic-
tims as professional, accessible, and respon-
sive. The academic field also rated respectful
treatment highly Md = 3.45, prompt assistance,
easy-to-use online reporting systems, and
available help desks all Md = 3.35. These results
suggest that educational stakeholders
acknowledge the significance of transparent
reporting processes and considerate communi-
cation in motivating victims to request help.
Community residents, on the other hand,
shared more moderate experiences. The indi-
cator with the lowest rating was the availability
of support services for victims Md = 2.95. Me-
dian scores of 3.00 were recorded for case up-
dates, response time, and follow-through ac-
tions

The qualitative aspect bolstered the quanti-
tative results when a participant from PNP-ACG
stated: "When victims approach us, they are of-
ten stressed or bewildered.”" We aim to provide
immediate help and guide them through each
step, ensuring they feel supported during the
entire process. This account enhances the
quantitative findings by demonstrating how
staff view responsiveness as a professional
duty and a means of building trust. The analysis
indicates that elevated internal ratings result
from direct interaction with victims and

Significant Differences Across Groups

knowledge of procedural advancements like
online reporting tools and organized support
frameworks. Victim-focused policing theory
highlights that respectful engagement, prompt
support, and effective communication greatly
enhance community trust and the likelihood of
reporting incidents (Tyler, 2006). Another par-
ticipant from PNP-ACG noted that victims typi-
cally come feeling anxious or disoriented,
which means they require prompt help and
thorough guidance. In contrast, residents ex-
pressed confusion about the status of cases
since updates are not consistently shared.
These results show that being responsive en-
compasses more than just acknowledging a
complaint. It furthermore entails clarifying
processes, setting expectations, sharing up-
dates, giving referrals, and maintaining a con-
sistent level of support. The somewhat low
evaluations for support services indicate a re-
quirement for a more extensive victim-assis-
tance system. Victims of cybercrime can suffer
financial losses, emotional turmoil, damage to
reputation, breaches of privacy, and ongoing
risks from online dangers. Support for victims
should thus encompass legal advice, referrals
for psychological help, assistance with financial
fraud, guidance on digital security, instructions
for preserving evidence, and ongoing updates
about the status of their case. In general, PNP-
ACG is regarded as the most proactive partici-
pant in the collaboration.

Nevertheless, consistency in responsive-
ness varies among partner institutions and
within the community. The collaboration
would be enhanced by creating defined victim
referral routes, designating case-contact per-
sonnel, upgrading digital reporting systems,
and setting minimum criteria for case updates
and follow-up.

Table 28. The Kruskal-Wallis results showed statistically Significant Difference in the Present Status
of Partnerships between PNP-ACG and the Community on Cybercrime Prevention Pro-

grams:
. H (Kruskal- p- . .
Variable Wallis) value Decision Interpretation
i‘ii"r‘l’sE“forcement Opera- 9.84 4 0043 RejectH, Significant Difference
Community-Oriented 11.27 4 0.024 Reject Hy  Significant Difference

Policing Strategies

[JMABER

4124

Volume 7 | Number 9 | September | 2026



EO Dela Rosa Jr, 2026 / Bridging the Gap

. H (Kruskal- p- . .
Variable Wallis) value Decision Interpretation
'I[?Otsr-Agency Coordina- 13.02 4 0.011 Reject Hy  Significant Difference
Responsiveness to  Cy- 10.56 4 0032 RejectH, Significant Difference

bercrime Victims

The Kruskal-Wallis analysis showed statis-
tically significant differences across all four di-
mensions of present partnership status. Signif-
icant differences were observed in law enforce-
ment operations (H = 9.84, df = 4, p = .043),
community-oriented policing strategies (H =
11.27, p =.024), inter-agency coordination (H =
13.02, p =.011), and responsiveness to cyber-
crime victims (H = 10.56, p =.032).

Inter-agency coordination produced the
highest H statistic, indicating the greatest vari-
ation in stakeholder assessments. The results

indicate that the differences were not neces-
sarily evidence of institutional failure; rather,
they reflected heterogeneous experiences and
expectations among stakeholders. PNP-ACG
personnel, because of their direct involvement
in program implementation, generally evalu-
ated the partnership more favourably, whereas
community-based stakeholders assessed it
more cautiously in relation to visibility, acces-
sibility, communication, and perceived out-
comes.

Table 33. Summary Table of Dunn’s Post-Hoc Test with Bonferroni Adjustment for the Overall Status
of Partnership between the PNP-ACG and the Community on Cybercrime Prevention Pro-

grams
Pairwise Comparison Z-value Adjusted Decision Interpretation
p-value
PNP-ACG vs LGU 2 47 0.022 Reject H, Slgnlflcant
Difference
PNP-ACG vs Academic Sector 283 0.011 Reject Hy Slgnlflcant
Difference
PNP-ACG vs Private Sector 234 0.028 Reject Hy Slgmﬁcant
Difference
PNP-ACG vs Community . Significant
Residents 341 0.002 Reject Ho Difference
LGU vs Academic Sector 0.81 0.789 Fail to Reject Hy Not _Slgmﬁcant
Difference
LGU vs Private Sector 0.65 0918 Fail to Reject Hy Not _Slgmﬁcant
Difference
LGU vs Community Residents 251 0021 Reject Hy Slgnlflcant
Difference
Academic Sector vs Private Sector 0.39 1.000 Fail to Reject Hy Not _Slgmflcant
Difference
Academic Sector vs Community . Significant
Residents 2.76 0.013 Reject Ho Difference
Private Sector vs Community ) Significant
Residents 2:42 0.024 Reject Ho Difference

The major disparities were largely influ-
enced by the varying viewpoints of Community
Residents in contrast to institutional stake-
holders. Although LGUs, the Academe, and the

Private Sector showed agreement on partner-
ship execution, community participants ex-
pressed different perceptions, underscoring
the necessity for enhanced community involve-
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ment and partnership awareness. This discov-
ery corresponds with literature highlighting
that joint governance and engaged community
involvement are essential for efficient cyber-
crime prevention initiatives (World Economic
Forum, 2024; van Felius et al.,, 2025).

Conclusion

The study concludes that the PNP-ACG-
community collaboration in Isabela is benefi-
cial, operational, and mostly effective, yet it has
not achieved a consistently integrated and
completely inclusive level of execution. Its main
advantages include technical law enforcement,
evidence handling, official coordination, public
awareness, and victim support. [ts main short-
comings include unequal access to resources,
lack of proper training, restricted community
involvement, uneven communication, poor
public visibility, and reliance on disjointed or
non-interoperable systems. The significance of
this conclusion is found in its illustration that
the effectiveness of cybercrime prevention can-
not be gauged merely by the existence of pro-
grams or by evaluating the agency responsible
for implementation. Effective governance of cy-
bercrime must also be evident in the experi-
ences of communities, victims, local govern-
ment units, private entities, and educational in-
stitutions. The considerable variations in stake-
holder views thus offer a crucial foundation for
enhancing program design, execution, over-
sight, and assessment.

The results endorse the establishment of
the suggested Isabela Cyber-Safe Partnership
Program. A program like this should incorpo-
rate multi-sector governance, ongoing capacity
development, increased public awareness, ad-
vanced digital infrastructure, fair access to in-
vestigative tools, uniform communication pro-
tocols, compatible information-sharing sys-
tems, and regular assessment. By implement-
ing these measures, the partnership can evolve
from being just operational to becoming in-
creasingly coordinated, visible, responsive, and
sustainable.
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Main Findings

The study offers empirical proof that a gen-
erally functional and successful foundation for
cybercrime prevention has been established by
the collaboration between Isabela community
stakeholders and the Philippine National Police
Anti-Cybercrime Group (PNP-ACG). Across law
enforcement operations, community-oriented
policing strategies, inter-agency coordination,
and responsiveness to cybercrime victims, the
partnership was generally assessed positively,
demonstrating that collaborative mechanisms
among law enforcement, local government
units, community residents, private sector
stakeholders, and academic institutions are al-
ready operational. Particularly notable was the
strong implementation of community-oriented
policing and victim-response mechanisms, in-
cluding cybercrime awareness activities, po-
lice-community cyber forums, online complaint
portals, victim assistance desks, case tracking
systems, and complaint tracking mechanisms.
The high-rating for-complaint tracking, with a
median of 3.75, and the overall median of 3.57
for responsiveness to cybercrime victims indi-
cate that the partnership has developed im-
portant mechanisms for facilitating access to
assistance and supporting victims.

A major novel finding of the study, however,
is that the effectiveness of the partnership can-
not be understood solely from the perspective
of implementing institutions. The research
showed statistically significant variations in
stakeholder evaluations across all key aspects
of partnership execution. For the extent of im-
plementation, significant differences were

[JMABER

4126

Volume 7 | Number 9 | September | 2026



EO Dela Rosa Jr, 2026 / Bridging the Gap

observed in Law Enforcement Operations (H =
10.92, p =.027), Community-Oriented Policing
Strategies (H=12.18, p=.016), Public Outreach
and Inter-Agency Coordination (H = 13.44, p =
.009), Responsiveness to Cybercrime Victims
(H=11.36, p =.023), and the Overall Extent of
Implementation (H = 12.76, p =.012). This dis-
covery highlights a gap in stakeholder percep-
tion: even if programs operate effectively at the
institutional level, their visibility, accessibility,
and advantages are not experienced consist-
ently by stakeholders within the community.
PNP-ACG staff typically gave more positive
evaluations, while LGUs, local residents, and
private sector participants usually offered com-
paratively lower assessments.

This gap in stakeholder perception signifi-
cantly enhances research on cybercrime gov-
ernance by advancing the evaluation of police-
community partnerships beyond merely deter-
mining if programs are present or active. The
research shows that implementation and per-
ceived effectiveness are separate aspects of
partnership performance. A program could be
functioning within an organization yet still pos-
sess restricted visibility, accessibility, or per-
ceived influence among the communities it
aims to assist. Consequently, the research pro-
vides a significant empirical revelation for de-
terring cybercrime: institutional efficacy does
not necessarily result in a consistent stake-
holder experience.

A key discovery is that public outreach and
inter-agency collaboration appeared as the
area with the most significant differences in
stakeholder views. The maximum Kruskal-
Wallis statistic was noted for this aspect (H =
13.44, p = .009), indicating that communica-
tion, information sharing, coordination, and
visibility of collaborative actions represent es-
pecially significant areas of difference among
stakeholder groups. The discovery is especially
important since cybercrime is fundamentally
interconnected and often necessitates collabo-
ration among law enforcement, municipal au-
thorities, financial institutions, telecom compa-
nies, educational entities, private sectors, and
communities. Thus, flaws in communication
and coordination can impact not just program
visibility but also the efficiency and speed of cy-
bercrime prevention, investigation, and victim
support.

The qualitative aspect enhances the study's
uniqueness by pinpointing six interrelated
structural and operational difficulties: (1) con-
strained technical resources; (2) lack of train-
ing and awareness regarding cybercrime; (3)
communication and coordination issues among
agencies; (4) deficiencies and modernization
requirements of digital infrastructure; (5) equi-
table distribution and accessibility of technical
resources; and (6) system interoperability and
reliance on external technical assistance. In-
stead of viewing resource constraints as a sep-
arate issue, the results indicate that technolog-
ical, organizational, human-resource, commu-
nication, and governance elements influence
each other. Inadequate infrastructure may
heighten reliance on outside technical assis-
tance; lack of training can diminish institu-
tional preparedness; disjointed communica-
tion can hinder information dissemination; and
weak system compatibility can lessen the effec-
tiveness of a unified cybercrime response.

The research thus enhances the compre-
hension of cybercrime prevention by illustrat-
ing that cybercrime governance is not just a
technological or law-enforcement issue but a
multifaceted partnership and governance chal-
lenge. Successful prevention necessitates the
concurrent enhancement of technical skills, hu-
man resources, organizational collaboration,
community involvement, information ex-
change systems, and services focused on vic-
tims. The integration of quantitative and quali-
tative results demonstrates that the effective-
ness of cybercrime prevention relies on the ca-
pability of partner institutions to operate as a
cohesive ecosystem instead of functioning as
separate entities.

An additional unique contribution is the re-
search's localized, multi-sectoral empirical
viewpoint. Instead of evaluating PNP-ACG per-
formance solely from the perspective of law en-
forcement officials, the research included five
stakeholder groups: PNP-ACG personnel, local
government entities, community residents, pri-
vate sector representatives, and academic sec-
tor members. This collaborative method offers
a more comprehensive evaluation of cyber-
crime prevention and highlights variations be-
tween institutional evaluations and local com-
munity experiences. The research thus tackles
arecognized gap in the literature regarding the
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scarce empirical analysis of how PNP-ACG-
community collaborations operate in a specific
Philippine context.

The explanatory sequential mixed-methods
approach also enhances the applicability of the
results. Quantitative data demonstrated the ex-
tent and statistical variances in partnership ex-
ecution, whereas qualitative data clarified the
organizational and technological factors that
account for those variances. This enabled the
research to progress from merely detailing
what occurs to elucidating the reasons behind
variations. The combination of both types of ev-
idence ultimately created a more thorough
foundation for policy and program creation.

The key findings have been converted into
a practical intervention via the suggested Isa-
bela Cyber-Safe Partnership Program (ICSPP).
The initiative addresses the empirical deficien-
cies highlighted in the research by establishing
formal multi-sector partnerships, developing
competency-based capacity building, promot-
ing cybersecurity awareness and digital liter-
acy initiatives, creating standardized commu-
nication and intelligence-sharing systems, en-
hancing technological and digital investigative
tools, and implementing systematic monitoring
and evaluation processes. Consequently, the re-
search does not conclude with merely identify-
ing issues; it offers a data-driven approach to
transform research results into a practical
strategy for preventing cybercrime.

The results are significant as they demon-
strate that enhancing cybercrime prevention
necessitates connecting institutional capacity
with community experience. The favorable
evaluations indicate that current PNP-ACG
partnership frameworks are beneficial and
ought to be maintained, while the notable dis-
parities among stakeholder groups highlight
areas where execution must be more uniform,
apparent, reachable, and inclusive.

The results offer law enforcement practical
evidence to enhance ongoing cybersecurity
training, improve digital forensic skills, up-
grade cybercrime investigation resources, bol-
ster victim assistance systems, and advance
technology-supported operations. For local
government units, the findings highlight the ne-
cessity for enhanced involvement in cyber-
crime prevention, better local reporting sys-
tems, and increased incorporation into inter-

agency coordination frameworks. The results
highlight the potential contributions of private
sector entities and educational institutions in
areas such as information exchange, cybersecu-
rity training, technical assistance, research
partnerships, and skill development.

For communities, the research underscores
the significance of enhancing the visibility and
accessibility of reporting channels, cybersecu-
rity education initiatives, support for victims,
and avenues for citizen involvement. These en-
hancements are especially valuable since pre-
venting cybercrime cannot depend solely on re-
active investigations; it necessitates knowl-
edgeable and engaged communities who can
identify threats, maintain cyber hygiene, report
incidents, and collaborate with authorities.

The study’s practical value stems from its
capacity to offer an evidence-driven frame-
work for enhancing police-community cyber-
crime oversight at the provincial scale. The re-
sults can assist the PNP-ACG and collaborating
agencies in prioritizing funding for digital infra-
structure, technical tools, specialized training,
standardized communication procedures, in-
formation-sharing systems, and community
outreach initiatives. They may also act as a ref-
erence point for upcoming assessments and
monitoring of cybercrime prevention efforts.

The suggested ICSPP offers a tangible
method by which the results can be put into
practice. Its goals comprise creating an institu-
tionalized framework for multi-sectoral part-
nerships, conducting competency-focused
training in cybersecurity and digital forensics,
enhancing public digital literacy, standardizing
communication and intelligence sharing
among agencies, advancing cybersecurity tech-
nologies and information systems, and devel-
oping systematic monitoring and evaluation
processes.

The results collectively enhance crimino-
logical research by showing that efficient cy-
bercrime prevention is bolstered when law en-
forcement abilities, technological readiness, in-
ter-agency collaboration, and community in-
volvement are combined within one govern-
ance structure. Furthermore, the research indi-
cates that the effectiveness of this framework
ought to be assessed not solely by its institu-
tional adoption but also by the degree to which
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its programs are experienced, accessed, under-
stood, and appreciated by the various stake-
holders they aim to benefit.

In this regard, the key innovation of the re-
search can be outlined as follows: it empirically
recognizes and clarifies the disparity between
institutional execution and stakeholder per-
ception in police-community cybercrime pre-
vention, translating this data into a localized,
multi-sector, technology-driven partnership
framework for Isabela. This contribution holds
significance as it offers an academic analysis of
differences in the effectiveness of cybercrime
partnerships along with a practical basis for en-
hancing policies, practices, and community re-
silience related to cybercrime prevention in re-
gional contexts.
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